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Abstract 

 

Cloud computing is very useful then also its own set of cons discourage cloud users to choose them as a best option. The 

multitenant architecture of cloud exposed to several threats such as improper trust management at service provider site, Storage 

security, Shared technology vulnerabilities, data lost/leakage during transit, unauthorized access of data. This paper studied 

review work on cloud steganography.  
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I. INTRODUCTION 

The gradual evolution was started with mainframe computing continuing with desktop computing, client server computing, peer-

to-peer (P2P) computing, distributed computing, grid computing and utility computing which now evolve to a new technology – 

cloud computing [17]. This new technology brings an open opportunity for all to excel. It helps businesses to increase their IT 

capacity or functionality without having to add infrastructure, personnel, and software in their business. Also, by discarding 

startup cost as well as by reducing operating cost it helps the small and medium scale enterprises to fulfill their dream. It is 

available for 24/7, which allows people’s work not restricting to office hours only [9].  

In an analogy it can be described as if you need milk, would you buy a cow?[1] i.e. to send an email (milk) the customer need 

not to buy a server and email management software (cow) he requires  just an internet connection. The server and software are 

all on the cloud (internet) and is totally managed by the email service provider Yahoo, Google, or Hotmail etc. They provide 

cloud computing services for a long decade as cloud service provider [12a]. It provides the services to the customer for their 

current needs pay-as-you-go basis. Cloud computing is based on the principle of virtualization implies that there is a single large 

machine and multiple clients are accessing this machine from any part of the world with a view that they have their own 

dedicated resources [13-2, 11].  

Today, although, cloud computing is very useful then also its own set of cons discourage cloud users to choose them as a best 

option. The multitenant architecture of cloud exposed to several threats such as improper trust management at service provider 

site, Storage security, Shared technology vulnerabilities, data lost/leakage during transit, unauthorized access of data etc.[15] 

These threats affect the integrity, confidentiality and authenticity issues of data security in cloud. Thus now data security 

becomes an important challenge to cloud computing. There are different security algorithms such as cryptography; 

watermarking, mutual authentication and steganography are available for maintaining authenticity, availability, integrity and 

confidentiality of data within the cloud [14].  

Among those Steganography can compete with all the threats available in cloud. It can provide storage security when data is at 

rest to the provider’s site as well as security when data is in transit. Steganography hides data within a media in such a way so 

that none can understand the very existence of it. Now this data hiding technique has been proposed as one of the promising 

techniques for the purposes of authentication, fingerprinting, security, data mining, and copyright protection.  Thus use 

extensively in the field of cloud security. 

The rest of the documents are arranged following ways section 1 gives overall idea on cloud computing, section 2 highlights 

on cloud security, steganography is familiar at section3 and in section 4 contains recent research done on steganography for 

securing cloud. Last section 5 covers overall conclusion above this document. 

II. CLOUD COMPUTING BASICS 

“Cloud computing” is the next step in the evolution of on-demand information technology services. It is large-scale distributed 

computing infrastructure to share data, applications and hardware through internet. This new technology delivers a large pool of 

virtual and dynamically scalable resources increase in flexibility and budgetary saving by minimizing hardware and software 

investments [2-2]. NIST (National Institute of Standards and Technology) defines cloud computing as [16-1]: “a model for 

enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management 

effort or service provider interaction”.  
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Fig. 1: The NIST cloud computing definitions 

The use of the word “cloud” makes reference to the two essential concepts: Abstraction and virtualization [2].  It abstracts the 

details of system implementation from users - Applications run on physical systems that aren't specified, data is stored in 

locations that are unknown, and access by users is Ubiquitous. Cloud computing virtualizes Systems and storage that can be used 

as needed from a centralized infrastructure [4, bible]. 

III. CHARACTERISTICS OF CLOUD 

The five key characteristics of cloud model make cloud computing a very unique and attractable infrastructure to its consumers 

with the avoidance of capital expenditures [13]. 

- On-demand self-service: A cloud user can use computer resources without the direct interaction with cloud service provider 

personnel. 

- Broad network access: cloud services available over the internet using standard methods in a manner that provides platform 

(heterogeneous client platform, and thick and thin platforms such as laptops, mobile phones etc.) -independent access to 

clients of all types. 

- Resource pooling: Pooling is the idea of abstraction that hides the location of resources. The cloud provider employs a 

multitenant architecture for sharing resources among multiple customers by pooling those resources dynamically assigned or 

reassigned according to their demand. 

- Rapid elasticity: from customer’ point of view cloud computing resources should look limitless and can be purchased at any 

time and in any quantity. The system can add more powerful computers or more computers of the same kind against some 

meter charges. 

- Measured service: The use of cloud system resources is measured, audited, and reported to the customer pay-as-you-go basis 

based on a metered system. 

With these five core features of cloud computing it has some additional advantages: 

- Lower costs: Because cloud networks operate at higher efficiencies and with greater utilization, significant cost reductions 

are often encountered. 

- Ease of utilization: Depending upon the type of service being offered, you may find that you do not require hardware or 

software licenses to implement your service. 

- Quality of Service: The Quality of Service (QoS) is something that you can obtain under contract from your vendor. 

- Reliability: The scale of cloud computing networks and their ability to provide load balancing and failover makes them 

highly reliable, often much more reliable than what you can achieve in a single organization. 

- Outsourced IT management: A cloud computing deployment lets someone else manage your computing infrastructure while 

you manage your business. In most instances, you achieve considerable reductions in IT staffing costs. 

- Simplified maintenance and upgrade: Because the system is centralized, you can easily apply patches and upgrades. This 

means your users always have access to the latest software versions. 

- Low Barrier to Entry: In particular, upfront capital expenditures are dramatically reduced. In cloud computing, anyone can 

be a giant at any time. 

 Cloud models 

Most people separate cloud computing into two distinct sets of models [16]: 

- Deployment models: This refers to the location and management of the cloud's infrastructure. Each company chooses a 

deployment model for a cloud computing solution based on their specific business, operational, and technical requirements.  

- Service models: This consists of the particular types of services that you can access on a cloud computing platform. 
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 Deployment models 

There are four primary cloud deployment models listed as follows [13]: 

- Public Cloud: The cloud infrastructure is made available to the general public or a large industry group and is owned by 

organization selling cloud services. •  

- Private Cloud: The cloud infrastructure is operated solely for a single organization and may be managed by that organization 

or a third party. Private clouds may be either on- or off-premises. 

- Community Cloud: The cloud infrastructure is shared by several organizations and supports a specific community that has 

common concerns (e.g., mission, security requirements, policy, or compliance considerations). 

- Hybrid cloud: Hybrid clouds contains different basic deployment models (private, community of public) and their unique 

identities, but is bound together as a unit. A hybrid cloud may offer cloud bursting for load balancing between clouds as well 

as application portability. 

 
Fig. 2: Deployment locations for different cloud types 

 Service model 

There are many different service models described in the literature, all of which take the following form: 

XaaS, or “<Something> as a Service”.  Among the all three service types have been universally accepted [4]:  

- Software as a Service (SaaS)- By this service model the consumer is to use the provider’s applications running on the cloud 

infrastructure based on consumer demand via a thin client over the internet. 

- Platform as a Service (PaaS)- Through this serviced model the consumer to develop applications on the provider’s platform 

which is totally virtualized platform that includes one or more servers, operating systems and specific applications. 

- Cloud Infrastructure as a Service (IaaS)- The capability provided by this service to the consumer is to provision processing, 

storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary 

software, which can include operating systems and applications.  
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Fig. 3: The Cloud Reference Model 

The three different service models taken together have come to be known as the SPI model of cloud computing. At the bottom 

of the stack is the hardware or infrastructure that comprises the network. As you move upward in the stack, each service model 

inherits the capabilities of the service model beneath it. IaaS has the least levels of integrated functionality and the lowest levels 

of integration, and SaaS has the most.  Many other service models have been mentioned: StaaS, Storage as a Service; IdaaS, 

Identity as a Service; CmaaS, Compliance as a Service; and so forth. However, the SPI services encompass all the other 

possibilities [bible]. 

Examples of IaaS service providers include: Amazon Elastic Compute Cloud (EC2), Eucalyptus, GoGrid, FlexiScale, Linode, 

RackSpace Cloud, Terremark 

A PaaS service adds integration features, middleware, and other orchestration and choreography services to the IaaS model. 

Examples of PaaS services are: Force.com, GoGrid CloudCenter, Google AppEngine, Windows Azure Platform. 

When a cloud computing vendor offers software running in the cloud with use of the application on a pay-as-you-go model, it 

is referred to as SaaS. With SaaS, the customer uses the application as needed and is not responsible for the installation of the 

application, its maintenance, or its upkeep. Good example of a SaaS cloud service providers are: Quickbooks, GoogleApps, 

Oracle On Demand, SalesForce.com, SQL Azure. 

While the benefits of cloud computing are myriad, it also suffers from some cons. As a general rule, the advantages of cloud 

computing present a more compelling case for small organizations than for larger ones. The cloud computing cannot always 

assure that the application or service in the cloud, we are using something that isn't necessarily as customizable as we might 

want. All cloud computing applications should intrinsic in their WAN connectivity. While our application needs large amounts 

of data transfer, cloud computing may not be the best model for us. Additionally, cloud computing is a stateless system, as is the 

Internet in general. If we had to pick a single area of concern in cloud computing, that area would undoubtedly be privacy and 

security. When our data travels over and rests on systems that are no longer under our control, we have increased risk due to the 

interception and malfeasance of others.  
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IV. CLOUD SECURITY: AN ALARMING ISSUE 

Cloud computing technology provides storage as a service to all kinds of clients both customer data and program are residing at 

Provider Premises and Security is always a major concern in Open System Architectures. There are some extremely sensitive 

data such as health records, account details, company confidential matters and governmental secret information. These data need 

more security and confidentiality with special attention [10]. A survey conducted by IDC [9] shows the importance of the 

challenges for those considering cloud computing as an option and the corresponding graphs is shown below.  

 
Fig. 3: 

There are numerous technologies affecting cloud security includes networks, databases, operating systems, virtualization, 

resource scheduling, transaction management, load balancing, and concurrency control and memory management. Therefore, 

security issues for many of these systems and technologies are applicable to cloud computing. For example, the network that 

interconnects the systems in a cloud has to be secure and mapping the virtual machines to the physical machines has to be carried 

out securely. Data security involves encrypting the data as well as ensuring that appropriate policies are enforced for data sharing 

[4]. 

 Security issues in Cloud Computing 

Most security problems in cloud are stem from: Loss of control, Lack of trust (mechanisms) and Multi-tenancy. Although these 

problems exist mainly in 3rd party management models but Self-managed clouds still have security issues, but not related to 

above. Consumer has no control over Data, applications, resources which are located with provider thus he need to rely on 

provider to ensure Data security and privacy, Resource availability and Monitoring and repairing of services/resources [2]. 

Chiles and McMakin (1996) define trust as increasing one’s vulnerability to the risk of opportunistic behavior of another whose 

behavior is not under one’s control in a situation in which the costs of violating the trust are greater than the benefits of 

upholding the trust [bible]. Trust Management is a major issue for maintaining security at cloud. Cloud architecture is multi-

tenant in nature where multiple independent users share the same physical infrastructure. So, an attacker can legitimately be in 

the same physical machine as the target. Cloud computing has all the vulnerabilities associated with Internet applications.  The 

Internet was designed primarily to be resilient; it was not designed to be secure and has a much greater attack surface than an 

application that is closely held on a Local Area Network. Cloud Security Alliance defined seven most important threats for cloud 

computing [16-3] are: 

- Abuse and nefarious use of cloud computing. 

- Insecure interfaces and Application Programming Interface (API). 

- Malicious insiders. 

- Shared technology issues. 

- Data loss and leakage. 

- Account and service hijacking. 

- Unknown risk profile. 

Thus Security and privacy are the serious challenges associated with cloud computing, which is related to storing and securing 

data, monitoring the use of the cloud by the service provider. There is number of security concern associated with cloud 

computing. The main issues of security in cloud is availability (i.e. Data Never Loss, Machine Never Fail), confidentiality (i.e. 

Authorized to Know), integrity (i.e. Data Has Not Been Tampered With) to the data [14]. 
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 Security in Cloud Deployment Models 

In private cloud configuration an organization may have control over its infrastructure or delegate that to a third party, being 

physically on-site or off-site [1,8]. Securing the in-house cloud infrastructure is controllable and requires no need for extra trust 

mechanisms. While having a third-party service provider running the private cloud is 

prone to several doubts [8]. Users adopt a private cloud implementation to increase the security level. Operating 

over a secure virtual private network is an option to isolate the private cloud hosted by a third-party. 

Public cloud implementation is a model in which a service provider, third-party, offers public services on pay-per-use manner. 

Secure use of the shared public cloud is more challenging compared to private clouds. For that, public cloud suits more 

incidental or less vulnerable applications [CN2014]. In [8] the authors stated that trust is an important issue for public clouds, 

hence the management is governed by a third-party. A trusted third party auditor (TPA) is proposed in [18] to solve the trust 

issues in public clouds.  

In the public/community cloud without compromising the security of essential data, organization has the possibility of keeping 

only sensitive data on a relatively small private cloud [1, 8]. The rest of less-sensitive data may reside on a public or community 

cloud to have better utilization of resources. In the hybrid cloud model vulnerabilities are reduced in hybrid clouds, threats still 

possible over integration points between the different cloud models [CN2014]. 

 Security of Service Delivery Models 

Three cloud service models (SaaS, PaaS and IaaS) not only provide different types of services to end users but also disclose 

information security issues and risks of cloud computing systems [4]. As we move upward in the stack, each service model 

inherits the capabilities of the model beneath it, as well as all the inherent security concerns and risk factors. As we ascend the 

stack, IaaS is located in the bottom layer, which directly provides the most powerful functionality of an entire cloud. Data loss is 

an important security risk of cloud models. In SaaS cloud models, companies use applications to process business data and store 

customer’s data in the data centers [bible].  

 
Fig. 4: 

Securing the IaaS layer is divided into two main areas, the virtual environment and the physical environment [8,12]. Several 

security requirements need to be present at the virtual level, which includes controlling the access, data encryption, secure 

communication channels, and virtual protection [CN2014]. On the other hand in terms of physical components, it is required to 

ensure the hardware reliability, and preventing physical intrusion [12]. 

The security requirements for PaaS are almost the same as those for the IaaS. Since both share the virtual environment 

characteristics. The differences in the security measures, if any, are related to the components’ level or 

the role of the service user, a developer or system administrator for instance [CN2014]. 

For higher level of service delivery it requires a relatively different level of security. The main concerns include preserving the 

privacy, preventing impersonation, availability of services, secure communication and data protection [CN2014]. 

Some organizations have been focusing on security issues in the cloud computing. The Cloud Security Alliance is a non-profit 

organization formed to promote the use of best practices for providing security assurance within Cloud Computing, and provide 

education on the uses of Cloud Computing to help secure all other forms of computing. The Open Security Architecture (OSA) is 
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another organizations focusing on security issues. They propose the OSA pattern, which pattern is an attempt to illustrate core 

cloud functions, the key roles for oversight and risk mitigation, collaboration across various internal organizations, and the 

controls that require additional emphasis. 

V. SECURING CLOUD 

The uniqueness of cloud computing when compared with previous computing approaches launched new security, 

privacy and trust challenges from which most important are [2]: 

1) Providing secure multi-tenant environment which ensuring that only authorized parties have access to user data even if it is a 

service provider, 

2) Secure data when it is at rest at cloud provider environment. 

3) Secure the client’s data when it is in transit i.e. when it uploaded to the service provider site or when it is request from cloud 

storage. 

Securing data sent to, received from, and stored in the cloud is the single largest security concern that most organizations 

should have with cloud computing.  As with any WAN traffic, any data can be intercepted and modified. Thus traffic to a cloud 

service provider and stored off-premises is encrypted and that is as true for general data as it is for any passwords or account IDs. 

There are many methods are available for ensuring authorized user identity, securing the data at rest as well as ensuring security 

during transit. Access control, Auditing, Authentication, Authorization are the key mechanisms for protecting data. Whatever 

service model we choose should have mechanisms operating in all four areas that meet our security requirements, whether they 

are operating through the cloud service provider or our own local infrastructure. 

 Access Control through Authenticity  

Cloud computing is a multitenant sharing environment so mutual authentication is one of the major challenges here. In Mutual 

Authentication both the parties authenticate themselves to the other before the communication begins. There is one or more 

different authentication methods, among them plain password authentication is still by far the most widely used form of 

authentication. But it doesn’t provide enough security on the Internet and even within private networks. There is some strong  and 

reliable authentication methods are available but these are complex and require more time to implement and maintain.  

 Related Work  

Hao, Zhong and Yu [1-3] proposed a new ticket-based mutual authentication scheme where clients’ tickets are associated with 

her smart card. Each client authenticates himself by his/her own unique smart card. A Albeshri and William Caelli [1-4] 

introduced a new architecture for authentication identified as Mutual Protection for Cloud Computing (MPCC) based on the 

concept of Reverse Access Control. Here the cloud service providers control authorization and authentication of clients within 

the dynamic environment, and ensure that the client organization does not violate the security of the overall cloud structure itself. 

In [1-5] Alman et al. proposed a reliable user authentication protocol for cloud computing where a legitimate user will prove 

his/her authenticity before entering into the cloud. Here the two steps verification done based on a password, a smartcard and out 

of band authentication. Nan Chen and Rui Jiang [1-6] in their work also ensure user legitimacy before entering into the cloud. 

VI. STORAGE AND TRANSITION OF DATA SECURITY THROUGH CRYPTOGRAPHY 

Cloud data are located anywhere in the cloud service provider's system such as another datacenter, another state or province, and 

in many cases even in another country. At the same time it has no firewall to serve as our network's security perimeter. 

Therefore, to protect our cloud storage assets, data should be isolated from direct client access. 

Layered access to the data helps in this regard and for doing this, two services are created in one scheme – a broker with full 

access to storage but no access to the client and a proxy with no access to storage but access to both the client and broker. Here 

the location of the proxy and the broker is not important (they can be local or in the cloud); the important is that these two 

services are in the direct data path between the client and data stored in the cloud. 

Windows Azure Applications use this services where proxy service is called the Gatekeeper and assigned a Windows Server 

Web Role, and the broker is called the KeyMaster and assigned a Worker Role. 

To ensure data security in transit two separate keys are used to create two different data zones - The untrusted communication 

between the proxy and broker services and a trusted zone between the broker and the cloud storage.  

Even if the proxy service is compromised, that service does not have access to the trusted key necessary to access the cloud 

storage account.  
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Fig. 5: 

In cloud data are not stored with client it is stored at any part of the world at cloud provider’s side. Thus the security mechanism 

is necessary to put into place to protect storage for loss of control and lack of trust. Most cloud service providers store data in an 

encrypted form using AES 256 encryption by which a great security for data is complexly implemented at server end. Between 

the Client computer and the cloud server cloud providers use Secure Sockets Layer (SSL) as an encryption technology that 

protects clients private information while it transit via the Internet.  

VII.   RELATED WORK 

Various general or problem-specific theories and techniques are proposed to ensure security and privacy for outsourced data 

computation and storage. In [5-31], traditional cryptographic techniques are used to encrypt plain images before being 

transmitted to the cloud. In [5-32], a lossy encrypted image compression method based on compressive sensing is developed for 

secure and effective image storage in the cloud. In [5-29], an image that needs to be uploaded to the cloud for template matching 

is masked with images obtained from social media sites and preprocessed by splitting the masked image into tiles. Sidhu & 

Mahajan [11-c] proposed a scheme where plain text is first converted to whitened text, containing text in hexadecimal format 

using MD5, which is again converted to encrypted form using AES algorithm. Thus it uses two encryption algos one for plain 

text and another for already encrypted text. Chandar et al. [11-E] in their work use digital signature to assure the integrity of data 

not only locally but also data stored at remote servers. In [11-j] Yadav et al. proposed a scheme, describes the use of client 

fingerprints to encrypt user's data and again to decrypt while retreiving it. The algorithm is a very unique approach as no two 

persons can have the same fingerprints. Although this scheme is applied then it’s not always possible that the person using the 

cloud services will have fingerprint machine and if not then extra money is required to purchase respective machines and to 

make this model work. 

Filho et al. [18-9] proposed to verify data integrity using RSA-based hash to demonstrate escheatable data possession in peer 

to peer file sharing networks. However, their proposal requires exponentiation over the entire data file, which is clearly 

impractical for the server whenever the file is large.Ravij et al. [9-6] proposed a technique, which is actually a combination of 

Identity Based Encryption (IBE) and Mediated RSA (mRSA) techniques for Cloud environment. They used to reduce difficulties 

and overhead of certificate management during communication between users. This could be done by using Hash functions. 

Also, Mediated RSA technique could be used to provide easy key generation and key management during communication. Shah 
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et al. [18-10] proposed allowing a TPA to keep online storage honest by first encrypting the data then sending a number of pre 

computed symmetric-keyed hashes over the encrypted data to the auditor. However, their scheme only works for encrypted files 

and auditors must maintain long-term state. 

Homomorphic encryption [5-13,14] is a widely explored cryptographic theory in cloud computing, allows the cloud to carry 

out specific types of computations on cipher text and generate an encrypted result which, when decrypted, matches the result of 

operations performed on the plaintext. In [5-23], Gomathisankaran et al. proposed a homomorphic encryption method to enable 

direct operation over the encoded images. Cong Wang et al. [5-3] use homomorphic token with distributed verification of 

erasurecoded data towards ensuring data storage security and locating the server being attacked. It support dynamic operation on 

data blocks such as update, delete and append without data corruption and loss. However, homomorphic encryption is not 

applicable for resource-limited clients because it is usually performed by the client side with heavy computational overhead. 

Ateniese et al. [18-12] defined the “provable data possession” (PDP) model for ensuring possession of file on 

untrusted storages. Their scheme utilized public key based homomorphic tags for auditing the data file, thus providing public 

verifiability. In their subsequent work, Ateniese et al. [18-13] described a PDP scheme that uses only symmetric key 

cryptography. This method has lower-overhead than their previous scheme and allows for block updates, deletions and appends 

to the stored file. However, their scheme focuses on single server scenario and does not address small data corruptions.  

Curtmola et al. [18-14] aimed to ensure data possession of multiple replicas across the distributed storage system. They extended 

the PDP scheme to cover multiple replicas without encoding each replica separately, providing guarantees that multiple copies of 

data are actually maintained. 

Proxy re-encryption [24] is another promising way for secure data sharing in a cloud computing, as it can delegate the 

rencryption capability to the proxy, such as the cloud, and reencrypt the encrypted data by using the reencryption key [25]. 

Ateniese and colleagues [5] proposed a secured distributed storage scheme based on proxy re-encryption. Specifically, they 

described how to use the symmetric content keys to encrypt blocks of data content. The content keys are then encrypted with a 

master public key, which can only be decrypted by the master private key kept by the data owner. The data owners use their 

master private key together with user’s public key to generate proxy re-encryption keys. In this way, the semi-trusted server can 

then convert the cipher text into that for a specific granted user and fulfill the task of access control enforcement.  In [26], a time 

based proxy re-encryption scheme is proposed for secure data sharing in a cloud environment. Nevertheless, the client needs to 

encrypt data before outsourcing, which is usually not affordable for resource-limited clients; not even to mention the cost of key 

generation. 

Secure multiparty computation [15, 16] is also often involved in protecting data security and privacy in cloud computing, 

because it enables multiple parties to jointly compute a function over their inputs, while at the same time keeping these inputs 

private. A great number of schemes based on secure multiparty computation are proposed for privacy-assured outsourcing of 

image processing [27–30]. Still, secure multiparty computation is not suitable for thin clients either because all parties are 

supposed to be involved in the computation and the computational overhead is usually symmetry for each party.  

In other related work, Shantanu pal et al. [18-8] ensures the identification of adversary or the attacking party and helping us 

find a far off place for an attacking party from its target and hence ensuring a more secure environment for the other VMs. Flavio 

Lombardi et al. [18-9] show that behavior of cloud components can be monitored by logging and periodic checking of executable 

system file. But system performance gets marginally degraded and small performance penalty is encountered.  Shah et al. [18-

10] proposed allowing a TPA to keep online storage honest by first encrypting the data then sending a number of pre computed 

symmetric-keyed hashes over the encrypted data to the auditor. However, their scheme only works for encrypted files and 

auditors must maintain long-term state. Schwarz et al. [18-11] proposed to ensure file integrity across multiple distributed 

servers, using erasure coding and block-level file integrity checks. 

Traditional models of data protection have often focused on network-centric and perimeter security, frequently with devices 

such as firewalls and intrusion detection systems. But this approach does not provide sufficient protection against APTs, 

privileged users, or other insidious types of security attacks. Many enterprises use database audit and protection (DAP) and 

Security Information and Event Management (SIEM) solutions to gather together information about what is happening. But 

monitoring and event correlation alone do not translate into data security. While many organizations have implemented 

encryption for data security, they often overlook inherent weaknesses in key management, access control, and monitoring of data 

access. If encryption keys are not sufficiently protected, they are vulnerable to theft by malicious hackers. Vulnerability also lies 

in the access control model; thus, if keys are appropriately protected but access is not sufficiently controlled or robust, malicious 

or compromised personnel can attempt to access sensitive data by assuming the identity of an authorized user. 

Thus Steganography techniques can be used as a perfect tool for data security in cloud. It takes cryptography a step farther by 

hiding a message so that no one suspects it exists. Steganography sometimes is used when encryption is not permitted. Or, more 

commonly, steganography is used to supplement encryption. The aim of these techniques is to hide secret data in some innocent 

looking carrier in such a way so that third party cannot detect its existence. When steganography hides encrypted data i.e. when 

cryptography and steganography occur together it reaches the security at an ultimate level. 

VIII. STEGANOGRAPHY 

Today steganography becomes most trustworthy security technique to ensure the privacy and secrecy of the data while it is in 

transmits. The word steganography is of Greek origin and means "concealed writing" from the Greek words steganos meaning 
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"covered or protected", and graphein meaning "to write". The purpose of Steganography is to maintain secret communication 

between two parties. In cryptography the content of the messages are mangled. Unlike cryptography steganography hides secret 

the message within a media in such a way so that none can understand the very existence of it as well as the message is still 

unaltered [2]. 

The first recorded use of steganography can be traced back to 440 BC when Herodotus mentions example in his ‘Histories’. 

Demaratus (king of Sparta) sent a warning about a forthcoming attack to Greece by writing it directly on the wooden backing of 

a wax tablet before applying its bee-wax surface. In the famous book "Schola Steganographica" Gaspar Schott explains how 

secret messages can be hidden in music scores. John Wilkins at 16th century said that musicians could establish a kind of covert 

channel by discoursing with one another by playing upon their instruments [6]. In modern world steganography was first 

introduced with the example of prisoners' secret message by Simmons in 1983 [7]. Paper masks used by Chinese is the ancient 

use of steganography at china [4] which was again reinvented by an Italian mathematician in the 16th century and was 

recommended by an British bank to its customers in 1992 [5]. 

Steganography meets three different challenges: Imperceptibility, Robustness, and Capacity. Imperceptibility refers hiding 

data in such a way so that it cannot deviate the perceptibility of cover media. Robustness of the secret data refers to preventing 

eavesdroppers from recovering the secret data until and unless they can able to sense the very existence of it [3]. Capacity, the 

third one means how much data can be embedded without hampering imperceptibility of cover media. Although these three are 

much related to each other but they should meet within the steganography without disturbing the other [4].  

In steganography a secret target message is embedded within a Cover media and as a result holds stego media. Modern 

steganography is generally understood to deal with electronic media rather than physical objects. Based on the different cover 

media there is text, image, audio, video and protocol Steganography where the cover medium are text, image, audio, video, and 

IP packet respectively [5]. 

- Text steganography: Data steganography is basically a process of hiding a secret data within another data(text) so that no 

one apart from the sender and the receiver is able to suspects the existence of the message.  

- Image steganography: Image steganography is basically a process of hiding a secret data(text) or a image within another 

image so that no one apart from the sender and the receiver is able to suspects the existence of the message.                 

- Audio steganography: audio steganography is basically a process of hiding a text within an audio file so that no one apart 

from the sender and the receiver is able to suspects the existence of the message.   

- Video steganography: Steganography in Videos is similar to that of Steganography in Images, apart from information is 

hidden in each frame of video. When only a small amount of information is hidden inside of video it generally isn’t 

noticeable at all, however the more information that is hidden the more noticeable it will become. 

- 3D steganography: It is a kind of steganography which is based on a novel multi-layered embedding scheme to hide secret 

messages in the vertices of 3D polygon models. 

- Protocol steganography: The term protocol steganography refers to the technique of embedding information within messages 

and network control protocols used in network transmission. 

The well-known techniques of steganography when used for authentication of trusted user, data transmission from client sides 

to provider’s side and vice versa, and for securing cloud storage is termed as cloud steganography. Due to the advantages of 

steganography over cryptography steganography now becomes an essential security technique for cloud. Although here the cover 

media are basically the standard media such as text, image, audio, video and protocol etc. Then also due to the hike of cloud 

computing in modern technology era it is called as cloud steganography. 

IX. CLOUD STEGANOGRAPHY 

Cloud computing becomes an essential technology in today’s Big Data world. It acts as a front end to access Internet of Things. 

It shifts technology into on-demand utility like solutions. It brings a large IT setup to a large as well as to a small organization 

without any initial as well as further investment cost. Like other technology it also is also not out of danger. Security and privacy 

of data at rest as well as during transit and the unauthorized access of data becomes an alarming threat to cloud computing. The 

most common way for providing Confidentiality, Privacy and availability of data present in Cloud is to transform the data into a 

different form. This method of protecting information is known as encryption. A major drawback of encryption is that the 

existence of data is not hidden. Data that has been encrypted, although unreadable, still exists as data. If given enough time, 

someone could eventually unencrypt the data. A solution to this problem is steganography. The rest section focuses on different 

cloud steganography approaches in modern time. Here related study is done based on three security issues in cloud include 

authorized accessing of data, securing data-at rest and securing data during transit. 

 Related Works 

W. Mazurczyk & K. Szczypiorski [16] in their work proof that steganography is an efficient technique against the threats of 

cloud computing by introducing different steganographic communication scenarios for cloud security based on the location of 

the receiver of steganograms (hidden secret data). Here for hidden data carrier i.e. cover should maintain two features – it should 

common and popular and modification due to the insertion of secret data in it cannot follow Human perceptions. Based on the 

location of steganogram receiver three types of communication is to be done in cloud:  
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- Steganogram receiver (SR) and steganogram sender (SS) are located in the same cloud instance. In this case for confidential 

communication network steganography is suitable one. Here for enabling hidden communication network protocols or the 

relationships between two or more protocols are used as carrier. This can helps to resolve the threat like Abuse and 

Nefarious Use of Cloud, Malicious Insiders and Data Loss or Leakage. 

- SR is situated outside the cloud service environment. Here steganographic communication can be used e.g. to coordinate 

cloud botnet or malwares. This type of communication also uses network steganography to avoid network attacks. This also 

capable to solve previous three security threats. 

- SR and SS are situated in the two different cloud instances. Such communication includes utilization of the covert channel 

by using shared resources. Data cross deduplication mechanism [16-5] or caches shared by services instances on the same 

physical machines [16-6] gives solution for this scenario. With the above mentioned three attacks it also able to solve 

Unknown Risk Profile threat.  

Authentication is an essential technology for multitenant cloud-computing environments in which connections to 

external environments, sharing of resources are common thus risks are high. Authentication is one of the key principle of 

security and it is handled using one or more different authentication methods for long decade. Among this simple password 

authentication is very popular and easy to implement but is in general very week and cannot provide enough security on the 

Internet and even within private networks. Other methods of authentication are strong and reliable but may be more complex and 

require more time to implement.  

K. Nimmy and M. Sethumadhavan [1] proposed a protocol where mutual authentication is achieved using steganography and 

secret sharing. The protocol consists of four phases: registration, login, mutual authentication and password change and three 

participating entities the user, Authentication Server (AS) and Cloud Server (CS). The protocol assumes that the cloud service 

provider and user are honest during registration phase and the communication channel between CS and AS is secure. 

 Registration Phase 

A new user registers him to AS when he joins to the system. The registration process is done as follows: 

1) The user selects his/her unique user id and password. 

2) Hash of user information will then be embedded into an image and will be sent to the AS. 

3) AS extracts information from the image and verifies the request. 

4) Then the secret, S, is generated using the information sent by the user as 

5) This secret will be embedded into an image using Pixel Value Differencing [1-8]  

6) Then the stego image is divided into two shares using secret image sharing scheme based on addition [1-7].  

7) The one share will be sent to the user by writing it into a smart card with other valuable information such as Valid Period, a 

secret key (ks) etc. and the other share will be sent to the CS.  

8) User receives the smart card and writes the random number b into it. 

 Login Phase 

This phase is invoked when the user wants to login to the cloud. The user uses the smart card for this purpose.  

1) The user enters the user id and password to local system for verification. 

2) The local system encrypts user information and timestamp by the key ks and embed this encrypted information for login into 

an image and sends to AS.  

3) The AS generates a one-time key and sends it to the user using secure OOB channel.  

4) The user enters received key into the local system for decryption and the local system sends the MAC of the share stored at 

user side to AS for verification.  

 Mutual Authentication Phase 

This phase is invoked when the AS receives the share from the user after successful login.  

1) The AS sends a request to CS for the second share.  

2) When AS receives the share from CS combines the two shares and produces the secret image. 

3) Then the secret S will be extracted from this secret image.  

4) Compares the hash of user information and the stored information if these matches the authentication become succeed and 

the mutual authentication is completed 

5) AS also calculates the session key and sends it to CS.  

6) The CS uses the session key to send an acknowledgement with its id and timestamp to the user for further communication.  

7) After receiving this acknowledgement message from the CS the local system calculates the session key at its end and 

communicate with CS through this key. 

 Password Change Phase 

The password change phase helps the user to change his/her password at his/her will to provide more security. For changing 

password -   

1) The user inserts the smart card and enters user id and password for local verification.  
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2) After verification done successfully user can select the change password option which will enable the user to change the 

password.  

3) The user has to select a new password for this purpose and generates its hash value. 

4) The local system generates a random number and XORed it with the hash value of new password and the result is written as 

new current password to the smart card. 

This paper proposes a significant authentication scheme based on steganography and secret sharing. It also combines many 

security features such as for cloud computing with many security features such as mutual authentication, session key agreement 

between the users and the cloud server and password change option etc.  

Now-a-days Steganography is a very efficient security approach which hides the very existence of the data hidden inside the 

cover media. This authentication scheme use pixel value differencing technique of image steganography. Here the secret data are 

inserted based on the difference of intensity value of consecutive pixel or the neighboring pixels. This scheme is able to guard 

many steganalysis attack. Thus provides more security in this authentication scheme.  

In the secret sharing scheme two shares are simultaneously require to retrieve the secret. In this case the first share share1 is 

kept by the user and share2 by CS thus the secret which contains both the user information and authentication server information 

is available to neither the user nor the cloud server. This scenario prevents attack of data leakage by insiders. Since partial 

information is sent across the network, the Man in The Middle (MITM) attack will not succeed to obtain the secret. Also, secret 

sharing ensures mutual authentication. 

Mutual authentication solution protects against different online fraud such as phishing, man in the middle attacks, 

shoulder surfing, Trojan horses, keyloggers and pharming [10] etc.In the proposed protocol, the user will be authenticated when 

the AS produces the secret and retrieves the user information out of it. Also the cloud server CS is authenticated when user id 

encrypted using the session key is decrypted successfully by the user using the key calculated at user’s end. Thus it is claimed 

that the proposed system achieves mutual authentication successfully. 

This protocol supports Out-of-band authentication which makes the protocol stronger as no additional hardware or software or 

training is required for the end user interaction. By incorporating timestamp in all messages this system is able to avoids replay 

attack. Even if an attacker gains access of smart card or password then also the session key establishment will not happen as the 

one time key is sent to the user’s mobile phone. Password Change facility available in this scheme makes it inherently stronger 

compared to static password based schemes 

Insider attack is the most alarming threat to cloud system. In the proposed scheme, the secret S is partitioned into two shares 

and one is kept by the cloud server CS. An insider, if succeeds to obtain the partial secret at Cs, then also he can’t make use of it 

to authenticate himself/herself to the AS. Authentication always requires the other share also from the user. At the same time 

server authentication prevents server masquerading or spoofing.  

Many users share resources in Public cloud environment by sacrificing security. Thus authenticity of users as well as 

maintaining Confidentiality and Security in this environment is a challenging issue. Goswami and Ravichandra [10] in their work 

highlights a new methodology for maintain data confidentiality and user authentication through steganography with hash 

function. They dedicate their work for medical heath record security issues which would work for the health record transaction. 

The system architecture contains four components:  

1) The Cloud Service Provider (CSP) provides all resources of cloud to end user as well as encrypts user data and stores it on 

cloud server. Also provide secret key to user for decryption. 

2) The Cloud Server (CS) stores all confidential information and maintains a log report for every file present in it.  

3) The user or a client has a valid PID, Password and mobile ID (MID) for CSP who stores their data on cloud server. 

4) The Trusted Party Authority (TPA) which is responsible for identifying cloud servers and user authentication. It gets a token 

based on user request and then passes the tokens (i.e., private keys) to the individual clients and the cloud server.  

In the proposed system first the cloud user authentication is done successfully then the confidential data communication starts. 

For user authentication the static password authentication mechanism is used here. The authentication is shown below: 

1) End user requests TPA for granting token for accessing particular cloud server. This request contains a user name, password, 

system IP address and time stamp.  

2) After receiving requests from end users, TPA validates user name and password. 

3) If the user is a valid user TPA generates a token for the end user and also a non-redundant mobile id (MID) with the ticket 

received from end user. 

4) Send the token as well as the MID to the client. 

5) The Cloud server then verifies username, password MID and token of a particular user login with respect to system 

parameter. 

The proposed method uses both steganography and hash based cryptography for maintaining data confidentiality at CSP. First 

data is encrypted using cryptography then embedded within an image using steganography. 

Hash based cryptography are done in the following way: 

1) Convert the text into corresponding ASCII (P).  

2) Consider odd Fibonacci series values as input of the hash function. 

Fibonacci series: 0, 1, 1, 2, 3, 5, 8, 13, … 

Odd Fibonacci series: (OF) 1, 1, 3, 3, 5, 9, 13, … 

(eliminating first 0, replace every 3rd position even value with the value +1) 
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3) Generates Hash Value by applying a Hash function which takes Odd Fibonacci series as input 

H(Fi) = (7+ OFi) mod 251 

4) Multiply ASCII Values and Hash Values. Result is the encrypted message. 

Ci = Pi × H(Fi) 

Embedding is done in the following way: 

1) During embedding cover images are chosen randomly from an image repository of CSP  

2) Convert them to their corresponding gray scale value.  

3) Then the hash based encrypted values are embedded in the randomly chosen pixel position. 

4) Store the stego image in the cloud server. 

5) Then a decryption key is generated by multiplying these random pixel locations and hash values generated during 

encryption. 

When client requests data from CS, CSP send the decryption key generated during embedding. Then by the help of this key 

find out hidden pixel locations and pick the encrypted hash value from those location. Then the reverse encryption technique is 

applied to get the original data. Reverse procedure use the same technique for the generation of hash values using Odd Fibonacci 

series on the client side, but instead of multiplication the extracted data are divided by hash values.  

Uses of Hash function provide more security to this work. The value used in this hash function provides security from 

different mathematical analysis. The “value 251” holds more feature against cryptanalysis.  

- 251 is not only a regular prime it is also an Eisenstein prime, a Chen prime, a Gaussian prime, and Sophie Germain prime. 

- It is also sum of three consecutive primes (79 + 83 + 89) and sum of seven consecutive primes (23 + 29 + 31+ 37 + 41 + 43 

+ 47). It must trace as odd factor 3 and 9 numbers sum. 

- 251 is also the smallest number that can be written as the sum of three cubes in two ways: 

251 = 13 + 53 + 53 = 23 + 33 + 63 

- Any cube is congruent to 0, 1, or −1 modulo 9. It follows that the sum of three cubes cannot be congruent to 4 or 5 modulo 

9. By Dirichlet's Theorem, on primes in arithmetic progressions (or undoubtedly by much more elementary means) one can 

show that there are infinitely many primes congruent to 4 modulo 9, and also infinitely many primes congruent to 5. There 

are infinitely many primes that cannot be represented as the sum of three cubes. 

It is important note that for random selection of pixel cover image should be of minimum size 256 X 256, so that maximum 

number random pixels can choose using random value generation function ranges from 0 to 256. 251 is the nearest prime of 256 

within this range thus it is used here within hash function. 

According to number theory hash function under addition modulo 251 becomes a group (G, +). So it is important to show that 

the hash function used here for encryption is a finite group and satisfies the fundamental property of group theorem. Number 7 is 

used in the hash function because it is exactly a regular prime or odd prime.  

Nowadays Digital images carry many information and they are everywhere, not only throughout the Internet and personal 

computers (PCs), but also in smartphones. Thus image data security becomes a challenge. Image data are usually massive, 

multidimensional, and high-redundancy; therefore traditional encryption algorithms are not suitable for image encryption. 

Chaotic image encryption is a good example in this scenario. But it is computationally extensive which cannot be handled by 

resource-limited client such as a smartphone. The solution is outsourced chaotic selective image encryption to the cloud. But 

client does not want to pass the plain image to the cloud. Client embeds the data selected for chaotic encryption using 

steganography within an image and sends the stego image to the cloud for outsourced encryption; after receiving the encrypted 

stego image from the cloud, the client can extract the secret data in its encrypted form and get the selectively encrypted image.  

Xiang et al. [5] gives this solution in their work by designing a framework with three components: the client: here it is 

considered as a resource-limited terminal which can only store and process image in spatial domain. It offload any extensive the 

encryption to the cloud. 

 The cloud:  

The cloud is much powerful environment, can do complicated computations, share a secret key  with client to exchange 

messages securely through public communication link. 

 The user:   

The user should have the capability of decryption to recover the plain image. its computation power should be stronger than the 

client, or at least not sensitive on energy consumption. 

The already discussed problem is solved by six steps discussed below: 

 Data preparation 

The client chooses the important part of data to be selectively encrypted and mask it for visual security. The plain image M is 

divided into two parts 4 MSB (denoted by H) and 4 LSB (denoted by L). H carries important part of data. But to protect the 

visual security of H XORs H with L to get the masked important information I, i.e. I=H⊕L. 

 Data embedding 

The client runs a steganography algorithm to embed I of the previous stage. Then the stego image SI and the encrypted K send to 

the cloud for out-sourced encryption. 
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 Outsourced encryption 

Cloud receives the request from the client, recovers K using SK. Then encrypt SI by two predetermined chaotic maps f1, f2 and 

the secret key K in spatial domain and send encrypted image ESI back to the client. 

 Data extraction 

After receiving ESI from the cloud, the client runs extraction algorithm to get embedded data EI.  EI is the encryption of I by the 

cloud.  

 Data distribution 

If the client wants to distribute the image M to anr user securely, he can just concatenate EI and L to get the selectively encrypted 

image C, and transmit C to the user via public channel.  

 Data decryption 

In order to decrypt C, the user needs to obtain secret key K from the client via private channel, and split C into EI and L. Then 

the user runs decryption algorithm with key K and two chaotic map f1, f2 to recover the plain data I.  

The cloud provider always maintains security in the cloud at the cloud end with an efficient security algorithm. So, 

the customer has not any idea about what level of security exists in the cloud end and also lacks in the data protection during 

transit from his end to the cloud or vice versa. C. Saravanakumar & C. Arun [17] in their proposed work  concentrates on the 

security of customer’s data during the time of travel from one end to another, so that these are not disclosed by unauthorized 

person. This algorithm provides security over the customer’s data by applying ASCII-BCD based image steganography. 

The proposed scheme maintains architecture for effective and secure access of confidential data stored at cloud. The hierarchy 

of the architecture is shown below: 

 
Fig. 6: 

The customer data are send to the deployment manager with Common Deployment Model (CDM,where it is encrypted using 

ASCII-BCD based encryption algorithm and image steganography. Then the encrypted data is send to the cloud controller who 

controls the entire cloud. The node controller controls all worker nodes and handles the virtual machines properly. This 

encrypted data are stored at the cloud storage with various security measures which are not known by the cloud customer. As a 

response of customer encrypted data comes from cloud. CDM then applies the decryption algorithm to get the original text.  

The proposed ASCII-BCD image steganography algorithm has two phases of encryption - ASCII-BCD conversion phase and 

image steganography phase. The ASCII-BCD based conversion phase is again subdiveided into two phases first a partial cipher 

text is generated using security key 1. Then this is converted into a complete cipher text using another security key – key 2. For 

performing image steganography RGB color image is chosen as cover. The encryption process is as follows 

1) The customer data are converted to their corresponding ASCII and then arranged these ASCIIs in aligned matrix format to 

get the hidden pixel position within the cover image during steganography. 

2) Then ASCIIs are converted to their corresponding 16 bit BCD. At the same time the corresponding character position taken 

from the matrix are also converted into 16 bit BCD. 

3) Then the BCD value of the data and the position XORed to get the partial cipher text. 

4) Then the first security key – key 1 (chosen earlier) are converted into 16 bit binary and the resultant BCD is again XORed 

with the resultant BCD of step 3. The result is the Full Cipher Text. 

5) This process continues till EOF and the resultant full cipher text is stored in buffer as an input to the steganography phase. 
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6) Now this cipher text is embedded into the image based on some related pixel positions. This position again marked with 

BCD values in two parts – first part determines the row and seconds the column. 

7) The address for the first cipher text is determined by another key (key 2). This process continues for embedding all cipher 

text. At the end image contains all the cipher text in various pixel positions. 

When customers need data from cloud provider it selects the image based on customer’s requirement and send it to the CDM. 

CDM then find the pixel position of first cipher text using second key. Once the position of the first cipher character is found out 

it will be converted into BCD value. The second cipher text is identified based on the first cipher text and so on. Then reverse 

process of encryption is followed to get the original text as a response to the customer. 

Traditional or existing security algorithms are used to secure the data in the cloud end but it is not concentrates on the security 

measures during transmits between the customer and cloud. The proposed algorithm overcomes this by using ASCII-BCD based 

steganography. This algorithm uses two keys for encryption as well as decryption process but the keys are not exchanged 

through the internet. The encryption and decryption both are done by deployment manager with CDM at customer end. The 

encrypted data are embedded within the image without compromising its imperceptibility. This stego image is stored as customer 

data at cloud side resolve the threat like malicious insiders, shared technology issues and many more. The provider also 

maintains the data with a standard security algorithm thus this algorithm provides extended security at the cloud end. 

Security becomes a challenge to cloud computing with the increased popularity of cloud. J.S. Nair et al. [12] use combined 

concept of Steganography and Storage System (Markov Chain Model) for providing security to cloud data. They hide text 

messages inside a computerized image file(here it is gray scale image) using steganography in such a way so that if an 

unintended recipient is able to get data any how then also he will not be able to access the secret data stored within the image. A 

secret key is generated by the user which will be known to him and for the authorized client. This approach will boost the client 

side data security to an extent. Then the stego file cut into data-blocks that are in turn divided into initial fragments (or pieces) of 

equal size and stored at different storage location in cloud i.e redundancy (R) and uses peer-to-peer data access technology. 

Fig.2. will give a nut shell idea and clear picture of the proposed work by us.  

 
Fig. 7: 

The proposed approach is more efficient and effective that provides data security in clouds through steganography as well as 

use redundancy concept for data availability. It shows a more secure way of data transmission at higher speed through cloud. 

Data storage is significant resource in cloud computing. Client’s large amount of data is accessed through virtual machines 

from this storage on demand basis. As the resource pools are situated over various corners of the world, the management of data 

and services may not be fully trustworthy. So, data security and privacy is highly challenging. Sarkar and Chatterjee [18] has 

proposed an effective and a novel steganography approach to ensure security of data-at-rest in cloud computing. Their main aim 

is to prevent data access from cloud data storage centers by unauthorized users. Without any doubt, putting own data, running 

own software on someone else’s hard disk using someone else’s CPU pose serious threats to organization’s data and software. 

The main issue with data-at-rest in cloud computing is loss of control; unauthorized accessing of the data in a shared 

environment. Now-a-days data storage devices are powered by cryptography encryption. But if the encryption and decryption 

keys are accessible to malicious users this methodologies fails to provide security. Thus now stenography becomes an efficient 

approach for security by hiding data behind images in data-at-rest. 

 System Architecture 

Their schematic network follow an architecture which has different network entities as follows: 

- Users or organizations have their data for storage in the cloud and rely on the cloud for data computation. 

- A cloud service provider (CSP-1) has significant resources of grayscale image of various sizes. 

- Cloud Service Provider-2 (CSP-2) stores a data hiding as well as data extraction algorithm for data. 

- Cloud Service Provider 3(CSP-3) is connected with CSP-1 and CSP-2 and interacts with them. All the computations that 

will be carried out by the user, will take place here. 

 Security Model 

To secure data-at-rest instead of storing the original file the content of the file is hidden inside some images. This proposed work 

partitioned the file into different parts and data within each portion is saved into the some corresponding images. The number of 

images would be varying depending on the size of data files. Again the partitioning of a file depends on the size of images and 

the contents of the file. The steganography algorithm designed as follows. Both embedding and extraction are done at CSP-3. For 

embedding 
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1) CSP3 requests some images from CSP1. 

2) CSP1 analyses the size of data files and send some cover images to CSP3. 

3) Now the embedding algorithm for hiding user data is requested from CSP-2. 

4) CSP-2 provides it to CSP-3. 

5) At CSP -3 this algorithm computes to embed user data within the pixels of cover images. 

6) Then the stego images are stored in CSP – 1. 

Later whenever user wants to retrieve his/her data the extraction algorithms are run in the following way: 

1) CSP-3 requests set of images from CSP -1which holds user data based on user request. 

2) CSP-1 acknowledges to CSP-3 by sending that set of images. 

3) CSP-3 requests the data retrieval algorithm which is from CSP-2. 

4) CSP-2 provides the algorithm to CSP-3. 

5) Now CSP-3 processes the algorithm on the images provided by CSP-1, and store the retrieved data into a temporary file. 

This temporary file is deleted after sending the data to user’s side. 

Here they use standard LSB steganography algorithm for hiding data within an image for maintain imperceptibility. In this 

technique data are first converted to their corresponding 8 bit ASCII and then each bit is embedded at LSB of each pixel. In this 

technique since the color information is vary +1 to -1 so HVS cannot follow it. 

By storing the data at cloud server side securely they achieved following goals like correctness, availability and protection. 

Thus they can able to store data at cloud side correctly, only the authorized user can retrieve an information from an image, and 

data are fully protected from unauthorized user since they don’t realize the very existence of it within the images. Stego images 

are also stored with the cover at CSP1 that confuse intruders to find the target one. Algorithms are again stored in CSP-2 – a 

different server, so to get this another server accessibility is required that makes cumbersome to the intruders. 

Cloud computing is very useful in today’s life but it has its own set of cons. The client’s data which is kept far away from 

them in any unknown server at the cloud end thus the people can’t trust that the service providers will not take advantage of this. 

At the same time the concern of data security while it is being uploaded to the server has reached an alarming stage. Honda and 

Singh [11] proposed a scheme based on both cryptography and steganography for securing data both during transmission and 

while data-at rest at servers. 

In this work the client’s data are first encrypted using strong well known AES algorithm. Then it is uploaded to the cloud 

servers. Before uploading encrypted client’s data are embedded using some steganography technique within an image. 

Embedding algorithm choose random bit position for embedding. Here the bit positions are 0 th, 1st, and 2nd. Now this stego 

images are stored as client’s data at cloud end.  

When user demands data back retrieval algorithm extracts user data from images which is basically in encrypted form and sent 

to client side. On client side, the encrypted data is decrypted using reverse cryptography and the original data is retrieved.  

It is indeed that cloud computing can prove to be a boon in today’s work environment hence cloud security becomes an 

important research area. This proposed scheme revolves around the problem of data security both during transits with the help of 

encryption at client side as well as at cloud side using steganography when data at rest.  Here the encryption is not suffered from 

the problem of key exchange because encryption and decryption both are done at client side. Steganography at the server 

provides double security and the same able to resolves most of the key threats of cloud security.  

A.Mahesh Babu in their work [3] use both encryption and steganography to ensure cloud security, where encryption 

technology is used to prevent datum from decryption and on the other hand steganographic technique is to prevent the existence 

of the secret message from being detected by third party. Here the secret message is first encrypted and then this encrypted 

message embedded within a synthesized image that can be generated dynamically through image morphing.  If some intruders 

may obtain the image containing the secret message (i.e. the stego-image) pass by the transmission channel or server, then also 

they cannot access the entity of the information (the message) because the secret is protected by a huge stego-key. 

Morphing is a technique of computer graphics which generates a natural (neutral) image from two or more (reference) images 

[3-2]. Usually, image morphing provides synthesized natural images based on some feature points defined in the reference 

images. Here natural morphing image is generated using this technique with some of the images taken from a given reference 

image set and some of random parameters as the weight, of the images. Then this generated morphing image is used as a key for 

encoding and decoding the secret message. 

In morphing based steganography the morphing images are first generated using morphing technology. 

1) During morphing a source image set SI of m distinct images is generated from reference image set RI.  

2) Random weights are generated for each of the m source images.  

3) The weight value should be greater than 10 - p (The number of non-zero weights is larger than or equals to 2) to maintain 

accuracy. 

4) Then the morphing images are generated with the set of source image SI and weight value Wi.  

Now the proposed work encrypts client’s data using some randomized encryption technique. Then this encrypted data 

embedded within a cove image randomly chosen from generated morphing image set. After that this stego images as well as 

hidden data within it store in the client database. 

When client wants data from cloud database the stego data is picked up from cloud server based on search criteria provided by 

client. Then convert the stego image to morphed image and then by reverse encryption algorithm original data is found out. 
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In this proposed work since cover data generator (Server C) should be accessed from only the private network thus the cover 

image is prevented from leaking to the public network. Since there are no key exchang is occurred through network the third 

person cannot decode the stego-image thus the system is secure. Since morphing image Server and stego image Server are 

independent of each other, then, if either server system was under attack, another system’s safety can be guaranteed as much as 

possible. 

The main aim of security is to provide availability, confidentiality, integrity to the data. Cryptography is an effective way of 

protecting sensitive information but cryptography itself cannot provide full security to cloud data. Thus Saini & Sharma in their 

work [14] use three different security algorithms to provide cloud security. Digital Signature Algorithm is used to verify sender’s 

identity as well as for authentication of data. Then the data is encrypted using AES (Advanced Encryption Standard) and send to 

the cloud side where data is stored using audio steganography to provide maximum security to the data. Although these three 

algorithms provides ultimate security in cloud then also the time complexity become high. 

Vaishali & A. Goyal in their work [12] uses image steganography to assure security of the data on cloud. They use 4 multibit 

steganography to hide data within a RGB color image. If the data file is larger than the capacity of an image then multiple copies 

of cover image is used to embed data. Here the embedding algorithm is as follows: 

1) First the target data is converted to their corresponding 8 bit ASCII. 

2) The 2’s complement of each of the 8 bits is taken. 

3) Consider Red, Green and Blue components of two pixel P (i, j) and P(i+1, j) at time and convert them into 8 bits. 

4) Three bytes of the data are embedded within the three components of the two pixels in the following way: 

- 4 MSB of 1st data byte (result of 2’s complement) are inserted at 4 LSB of red component of 1st pixel. 

- 4 LSB of 1st data byte are inserted at 4 LSB of green component of 1st pixel. 

- 4 MSB of 2nd data byte are inserted at 4 LSB of blue component of 1st pixel. 

              and so on. 

5) Now when all data are embedded the stego images are transmitted securely to the cloud end. 

When user requests data from cloud server the reverse methodology is followed for extracting the data from stego images. 

From imperceptible point of view this technique is efficient since the cross correlation coefficient of stego and cover images 

are nearly 1. This method secures cloud data during transit as well as when data-at-rest. Since authors used steganography to 

ensure security so no key exchange related problem is done here. 

Z. Al-Khanjari & A. Alani in their proposed method [9] provides safety, security, integrity and confidentiality to the data in 

SaaS cloud when it is in transit. Here steganography is used based on all text properties to hide the data when requested, 

processed and displayed. Text properties includes: manipulating fonts, font metrics, font styles, color and their RGB values, and 

the x, y location to display data. Here in this proposed work a Steganography Architecture model is introduced for illustrating the 

process of concealing. This model mainly contains three layers: physical, data and security layer. 

Physical Layer is the general purposed network infrastructure layer on which SaaS services are worked. Data layer is also an 

infrastructure layer includes data storage and other computing resources. The upper layer is the security layer where actual 

concealment of SaaS data is done based on text properties. 

 
Fig. 8: 

Here the steganography process consists of two files: the first file is called java class which is the target file contains all the 

steps, which will be programmed and implemented as designed inside this (class). The second file is a HTML (Hyper Text 

Markup Language) file used as cover within which the first file is embedded. This HTML file is send to the receiver side which 

can send any number of (parameters) to the Class file. 
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X. CONCLUSION 

Cloud computing has formed the conceptual and infrastructural basis for tomorrow’s computing. It is a service oriented 

computing which offers everything as a service by following the pay-as-you-go model. It has the features like resource sharing, 

resource pooling, on demand service provisioning, multi-tendency, elasticity, security and privacy which are provided as a 

service. The expansion and evolution of the electronic services requires continuous improvement in terms of infrastructure. 

Cloud computing offers a relatively low-cost scalable alternative to in-house infrastructure, both in hardware and software. 

While it is important to take advantages of could base computing by means of deploying it in diversified sectors, the security 

aspects in a cloud based computing environment remains at the core of interest. The security challenges for cloud computing 

approach are somewhat dynamic and vast. Data location is a crucial factor in cloud computing security. Another biggest security 

worries with the cloud computing model is the sharing of resources. Trust is another problem which raises security concerns to 

use cloud service for the reason that it is directly related to the credibility and authenticity of the cloud service providers. Trust 

establishment might become the key to establish a successful cloud computing environment. We believe that due to the 

complexity of the cloud, it will be difficult to achieve end-to-end security. 

To secure data at cloud many organizations have implemented encryption but they overlook inherent weaknesses in key 

management, access control, and monitoring of data access. If encryption keys are not sufficiently protected, they are vulnerable 

to theft by malicious hackers. Vulnerability also lies in the access control model; thus, if keys are appropriately protected but 

access is not sufficiently controlled or robust, malicious or compromised personnel can attempt to access sensitive data by 

assuming the identity of an authorized user. It’s critical to audit the entire encryption and key management solution. Encryption 

works in concert with other core data security technologies, gleaning increased security intelligence, to provide a comprehensive 

multilayered approach to protecting sensitive data—and mitigate risk in or out of the cloud. It is important to utilize security 

controls that protect sensitive data no matter where it lives, as point solutions by their very nature provide only limited visibility. 

In this scenario steganography is best choice for securing data both at cloud provider’s side as well as during transit. 

Steganography is also performing well for maintaining authenticity of client’s at providers side. All of the above steganography 

intrusion is a threat to cloud steganography.  An intrusion is any set of actions that endeavor to compromise the integrity, 

confidentiality or availability of a data. So it is a challenge to cloud steganography to propose methods so that they can compete 

with steganographic intrusion. 

At present, in a short period of time, the cloud computing cannot completely replace traditional computing. It is still not being 

fully accepted that to manage data by a third party, especially for large enterprises and government departments. It is foreseeable 

that in the near future, the average user will not shift entirely to the cloud computing model, firstly, because of the 

aforementioned security reasons, and secondly, they also hoard some computing devices, turning to cloud computing means to 

abandon existing investments. But some businesses with low level data confidentiality or even completely open can use 

commercial cloud computing model. In addition, enterprises can also try to separate from the business, one part of the businesses 

involves confidential information are still running in the local network in accordance with the original mode and the other part 

complete by the cloud computing platform. 
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