Journal for Research| Volume 02 | Issue 05 | July 2016
ISSN: 2395-7549

Analysis of Side Channel Attacks on Various
Cryptographic Algorithms

Kalyan Das Samir Kumar Bandyopadhyay
Department of Information Technology Department of Computer Science and Engineering
St. Thomas College of Engineering & Technology Kolkata,

. University of Calcutta, India
India

Abstract

The need for a secured data transfer through the internet is most needed in today’s life. From Online Banking & Reservation
software, Electronic Mails, Social Networking Sites to Governmental informative websites & cloud services, security is the main
concern throughout. Quite accordingly, availability of a secure cryptographic algorithm commercially is also of premium
importance. The project basically deals with analyzing the performances of two commonly used cryptographic algorithms and
determining their resilience against Side Channel cryptanalysis, ascertaining whether a Side Channel cryptanalytic method on
these algorithms is possible and finally, strengthening the algorithms against future cryptanalytic attacks. We took the famous
asymmetric RSA algorithm for our initial analysis, followed by the symmetric IDEA cryptographic algorithm. The basic
objectives were as follows: Monitoring and analyzing the performances of the specified algorithms in normal cases and when
subjected to Side Channel cryptanalytic attacks, Devising and implementing a method for a Side Channel cryptanalytic attack on
the above cryptographic algorithms, Using principles of Elliptic Curve Cryptography (ECC) to implement a method for
strengthening the above cryptographic algorithms against possible Side Channel cryptanalytic attacks, wherein the inputs for the
specified cryptographic algorithms was taken from an elliptic curve defined over a prime field.

Keywords: RSA (Rivest Shamir Adleman Cryptographic Algorithm), IDEA (International Data Encryption Algorithm),
Elliptic Curve Cryptography (ECC)

I. INTRODUCTION

ELLIPTIC Curve Cryptography (ECC) is a public key cryptography. In public key cryptography each user or the device taking
part in the communication generally have a pair of keys, a public key and a private key, and a set of operations associated with
the keys to do the cryptographic operations. Only the particular user knows the private key whereas the public key is distributed
to all users taking part in the communication. Some public key algorithm may require a set of predefined constants to be known
by all the devices taking part in the communication. ‘Domain parameters’ in ECC is an example of such constants. Public key
cryptography, unlike private key cryptography, does not require any shared secret between the communicating parties but it is
much slower than the private key cryptography. The mathematical operations of ECC is defined over the elliptic curve
y2=x3+ax +bh,
Where 4a3 + 27b? £ 0

Each value of the ‘a’ and ‘b’ gives a different elliptic curve. All points (x, y) which satisfies the above equation plus a point at
infinity lies on the elliptic curve. The public key is a point in the curve and the private key is a random number. The public key is
obtained by multiplying the private key with the generator point G in the curve. The generator point G, the curve parameters ‘a’
and ‘b’, together with few more constants constitutes the domain parameter of ECC.

One main advantage of ECC is its small key size. A 160-bit key in ECC is considered to be as secured as 1024-bit key in RSA.
Working with cryptographic algorithms, analyzing them against possible side channel attacks, and efforts for strengthening them
have been the main goals of our project.

The first objective of the paper is simple enough — to analyze the performance of the two specified cryptographic algorithms
(RSA and IDEA algorithms) in normal situations, in order to ascertain their efficiency and obtain a measure of their time
complexities.

The second part of the first objective and the second  objective is to analyze the performance of the two specified
cryptographic algorithms in unfavorable situations, specifically, when they’re being subjected to cryptanalytic attacks by a
malicious user, and to ascertain how resilient the cryptographic algorithms prove to be under such attacks. This is done by
tabulating the timing data of the cryptographic algorithms’ operations while being subjected to Side Channel Attacks and
determining whether enough peripheral information sufficient for a malicious user to determine the secret key of each
cryptographic algorithm (or in other words, to break the cryptographic algorithm), is being released by the algorithms or not, by
comparing these timing data with those obtained under normal conditions.

The third objective was to devise a method to increase the strength and resilience of the specified cryptographic algorithms
against Side Channel cryptanalytic attacks, and to implement this method through a feasible algorithm. This was done by using
principles of Elliptic Curve Cryptography, and the method used was to take inputs for the cryptographic algorithms from an
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elliptic curve defined over a prime field instead of selecting inputs randomly or asking the user to specify them. The following
figure describes the process.

Symmetric
Cryptegraphic
Algorithm. {IDEA
standards)

Encrytion Encrytion

[

| S

|

, Cipher Text| .

I { & I I
W

I
Channe |
Attacks I Lo
S.CA <;:3 Assymmetric Elliptic Curve
Cryptographic |
Algorithm, (RSA) | Generator
]
|
I

Results to be monitored in the project

Fig. 1: Flow Diagram

Il. BRIEF HISTORY

In 1984, Hendrik Lenstra described an ingenious algorithm for factoring integers that relies on properties of elliptic curves. This
discovery prompted researchers to investigate other applications of elliptic curves in cryptography and computational number
theory. Public-key cryptography was conceived in 1976 by Whitfield Diffie & Martin Hellman. The first practical realization
followed in 1977 when Ron Rivest, Adi Shamir and Len Adleman proposed their now well-known RSA cryptosystem, in which
security is based on the intractability of the integer factorization problem. Elliptic curve cryptography (ECC) was discovered in
1985 by Neal Koblitz and Victor Miller. Elliptic curve cryptographic schemes are public-key mechanisms that provide the same
functionality as RSA schemes. However, their security is based on the hardness of a different problem, namely the Elliptic Curve
Discrete Logarithm Problem (ECDLP).

Elliptic Curve Cryptography was first proposed by Koblitz and Miller in 1986 [Reference: Koblitz N.1987. Elliptic Curve
Cryptosystems. In Mathematics of Computation 48(177): 203-209. In addition to Miller,VV. 1985 Use Of Elliptic Curves In
Cryptography, CRYPTO 85.] Since then, ECC has evolved to offer more security than any other public key/asymmetric
cryptosystem per key-bits. The advantage of ECC is — its inverse operation will get harder against increasing key-lengths if
compared with the inverse operation that takes place in RSA & Diffie-Hellman. This actually means that as the security
requirements become more stringent & processing power becomes cheaper & easily available, ECC will become a much more
practical system to use.

I1l. PROBLEM DESCRIPTION

— Side Channel Attack: “Side Channel attacks” are attacks based on “Side Channel Information”. Side Channel Information is
information that can be retrieved from the encryption device that is neither the plaintext to be encrypted nor the ciphertext
resulting from the encryption process.

— |LD.E.A. Standard: The International Data Encryption Algorithm (IDEA) is a block cipher first described in 1991. As a
block cipher, it is also symmetric. The algorithm was intended as a replacement for the Data Encryption Standard [DES]. It
is a minor revision of an earlier cipher, PES (Proposed Encryption Standard). It is also interesting in that it entirely avoids
the use of any lookup tables or S-boxes.

— R.S.A. Algorithm: A public-key encryption technology developed by RSA Data Security, Inc. The acronym stands for
Rivest, Shamir, and Adelman, the inventors of the technique. The RSA algorithm is based on the fact that there is no
efficient way to factor very large numbers. Deducing an RSA key, therefore, requires an extraordinary amount of computer
processing power and time. The RSA algorithm has become the de facto standard for industrial-strength encryption,
especially for data sent over the Internet. It is built into many software products, including Netscape Navigator and
Microsoft Internet Explorer. The technology is so powerful that the U.S. government has restricted exporting it to foreign
countries.
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IVV. OBJECTIVES

Analyzing the performance of two cryptographic algorithms, one asymmetric (RSA) and one symmetric (IDEA) in normal
conditions, and when subjected to Side Channel attacks. Determining the nature and actual amount of side channel information
passed by these algorithms to an attacker, and recording the side channel information they leaked.

Implementing a Side Channel attack method on the specified cryptographic algorithms, by connecting computers over a
network and recording the side channel data leaked by the victim client machine.

Increasing the security and strength of the specified cryptographic algorithms against Side Channel attacks by using principles
of Elliptic Curve Cryptography; to define a prime field, implement the point multiplication algorithm of Elliptic Curve
Cryptography, generate large random integers (in essence, extracting points that —lie onl the elliptic curve) to feed into the RSA
and IDEA cryptographic algorithms as inputs and finally, to analyze the resulting strength of the cryptographic algorithms
through timing analysis.

V. METHODOLOGY

A. Analysis of RSA Cryptographic Algorithm

The famous RSA algorithm was taken for our initial analysis. Java codes were written to implement this asymmetric key
algorithm, and afterwards, it was modified with some system functions of Java to get the exact time taken for each round of the
aforesaid encryption procedure. Time data were recorded for 40 different sets of inputs. The project made its focus on timing
side channel attacks, due to the lack of availability of resources to measure other side channel information as well, like power
consumption statistics or radiations from encryption devices. Now, the question arises as to why the RSA algorithm was chosen
at first. RSA algorithm finds a huge application in the fields of public key cryptography. The algorithm works with randomly
chosen large prime numbers, and generates a public-private key pair.

While the encryption key is made public, the decryption key is preserved with secrecy, and kept with the receiver itself. The
advantage of RSA is, even if the public key (the one used for encryption) is compromised somehow, still it is impossible to
retrieve or decipher the message. We tested RSA algorithm against side channel timing attacks, and recorded the time taken for
the each of the major rounds in nanoseconds, as well as the variation of these timings with the encryption key size (in bit-
lengths). The algorithm works with large prime numbers. Now, as we advance to the positive direction of the real number line,
prime numbers get less frequent. In the range of bit-length in which RSA works is from 512 bits 1024 bits (though, commercially
available RSA algorithms mostly work in a 128 bit range). In this high real positive number index, any prime numbers are
scarcely available. So, two prime numbers of this high range, if chosen carefully, is likely to give a tremendous level of security
to the message encrypted, because to decrypt the cipher in brute force method, the attacker has to search for possible prime
numbers in a huge range.

B. Analysis of Side Channel Attack on RSA

Side channel attacks differ from normal cryptanalysis in their basic conception. Instead of making trials to decipher the plaintext
encrypted, or finding out the encryption or decryption key, side channel attacks are more predictive and probabilistic in nature.
They try to predict various aspects of the unknown key (like number of bits, approximate range of the key value, number of
rounds in encryption etc.) by monitoring the information leaked from the encryption device. The attacking device or program
maintains a database, containing some preconceived timing data of the algorithm or —side channel statisticsl, which is compared
with the data leaked from the current device. Comparing these data, the attacker normally predicts the probabilistic value or
range of the key (for example: —the key might be of 256 bitsl or —the value of the encryption key is probably in the range of
200000010 to 3000000101). It is difficult to attack RSA in brute force method or via the inherent theoretical fallacies, but side
channel timing attacks do have a feasible chance of attacking RSA by its timing data leaked from each encryption round. We did
s0, and recorded the results as well.

C. Analysis of IDEA Algorithm

The second part of our job was to analyze the strengths of a symmetric cryptographic algorithm. For this work, we chose the
well-known block cipher algorithm IDEA. IDEA is an up gradation of DES algorithm, working in 64 bit blocks and a 128 bit
encryption key. The fact that IDEA is symmetric means that there is only one key used both for encryption and decryption
rounds, and the entire security of the algorithm depends on the secrecy of this single key. IDEA is also regarded as a very strong
cryptographic algorithm. The objective of the project group was to test the strength of IDEA against side channel attacks, so that
the results can be compared with those obtained from RSA algorithm timing data leakage. On a similar manner as the RSA
algorithm, the timestamp retrieving code was embedded on the java code of IDEA, and 40 data for different input sizes was
taken.

D. Implementation of a Side Channel Attack method

Preparing a proper side channel was another challenge for our project. A number of computers were to be connected in a server
client manner, with one machine working as a server, and the others as clients. The conception of multicasting was used to solve
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this problem. A multicast group was made, and one client was chosen to act as a victim, that is, the codes of RSA algorithm, and
IDEA were run on that client PC. Another client was made to take the attacker’s role, it sent modified codes of the aforesaid
algorithms only to overwrite the ones in the victim’s directory, so that secretly the timing data could be taken out for each
necessary round, and be stored inside a log file. This log file was later again sent to the attacker via the network. If, in real life
scenarios, these actions can be performed with the help of Backdoor and Trojan software running under .exe files, then an
effective side channel can be made, which will be able to pass on the timing data of the encryption algorithm running on the
victim’s computer, without any knowledge of the latter.

E. Implementing the ECC Module for strengthening the RSA & IDEA Algorithms

After these necessary arrangements, the point of strengthening these algorithms arose. We thought of another very strong method
of public key cryptography, namely Elliptic Curve Cryptography. The ECC defines an elliptic curve with a generator point, and
there after goes on generating more points by the methods of point addition, point subtraction, and point doubling. The thoughts
were on to implement these point generation algorithms on a randomly generated prime field, and then feed the outputs into the
RSA algorithm and the IDEA as large prime numbers or encryption keys respectively, basically as inputs. But the result showed
something different. We noticed that a prime field is best defined when its members are chosen randomly over a given range.
However, to satisfy the field axioms, these numbers had to go through a few verification tests. These methods of field generation
were effective, but failed to produce the required number of prime elements. It was speculated however, as we have already
mentioned, that prime numbers are very rare in such a upper range and so they scarcely feature in a finite field (being a prime
field means the order of the finite field to be prime, but the elements are not necessarily primes). But the RSA algorithm always
works with large prime numbers. Now, generation of large primes in the ECC module was so rare, that it did not produce a cost
effective solution to strengthen RSA algorithm against possible side channel timing attacks. The sole reason of integrating these
two different modules was to confuse and petrify the attacker with the timing data, that is, destroy the probabilistic prediction
manner of side channel attacks. However, in case of RSA, it could not be done for lack of cost effectiveness. Nevertheless, in
case of integrating the same point generation method with IDEA, we got positive results, and a new timing dataset, that may
cater to the project’s purpose. Thus, the ECC strengthening algorithm could be considered as a success in case of the IDEA
cryptographic algorithm.

V1. INTERPRETATION OF RESULT

It was seen that for RSA, as the bit length of the input key increases, the time to generate the large random prime numbers also
increases. So, if a side channel attacker obtains the time needed to generate the prime numbers in RSA, he can easily compare
the data with the side channel statistics available, and may successfully predict the bit length of the secret/input key. Another
correlation was of immense importance. If, by any chance the exact time needed to generate the key can be found out, the range
of the encryption key can be predicted with almost 80% probability of success.

While trying to strengthen the RSA algorithm, by putting the points generated by our ECC point multiplication module into it,
we faced a problem. It was seen that the RSA routine rejected almost all the points we wanted to feed into it as inputs. On further
investigation, the project team discovered that the outputs of a prime field are not necessarily prime numbers. In fact, the
occurrences of a prime number in such an increased and randomized range were so less, that it very rarely produced a prime pair
appropriate for RSA. After passing these inputs through the point addition and point doubling routines, the freshly generated
points were all composites. So, it was inferred that elliptic curve generated points cannot be fed into RSA algorithm as input.
Even if they can be fed, the results will never be cost effective. If we search the nearest prime numbers of those EC generated
points to feed into RSA, the new points will not have the properties of the elliptic curve. In this case, all the efforts of point
generation go in vain, and the point generation module simply acts as a range generator module for new prime points. This is not
at all cost effective, as the whole method will need a tremendous hardware effort, and generate primes which are not specialized
or processed in any way. RSA algorithm, hence, may not be strengthened with the Elliptic Curve point generation algorithms.

The timing data of IDEA was not as indicative for Side Channel analysis by an attacker as those of the RSA algorithm. The
reasons are obvious; symmetric cryptographic modules will take more or less same time in encryption, irrespective of the key-
length or plaintext inputs. The timing in this case depends only on the processor specifications, and other computational
hardware aspects. Nevertheless, the ECC module and the point generation routines were applied in this case also, and the
integration was successful.

The result of the integration of the IDEA module with the ECC —Strengtheningl module is as follows. In this case, the IDEA
module was not generating the 128 bit encryption key, rather, it was only taking the key, already generated by the ECC module,
and using it in the operation. Now, the key generated by the ECC module is as strong as, if not stronger than the keys generated
previously by the older IDEA module. However, as the IDEA module was taking less time in this case, the side channel timing
information would puzzle the attacker, as it would correspond to much lesser key lengths in the normal side channel statistics,
and, hence the key length cannot be predicted with a good level of accuracy. Thus, the integration of the ECC module was
successful in this case.

All rights reserved by www.journalforresearch.org 39



Analysis of Side Channel Attacks on Various Cryptographic Algorithms
(J4R/ Volume 02 / Issue 05 / 006)

VI11.ADVANTAGES & LIMITATIONS OF ECC

As mentioned earlier, the main advantage that ECC has over other commonly used public key cryptosystems is that it offers
more security than others per key-bits. ECC is preferred because it can provide a much higher security with smaller key-size,
although there are a few issues in its implementation.

ECC is a promising candidate for the next generation public key cryptosystems. Although ECC’s security has not been
completely evaluated, it is expected to come into use in various fields in the future because of its compactness & high —
performance when it is hardware — implemented.

Currently, ECC is the most efficient public key cryptosystem that uses shorter keys while providing the same security level as
the RSA Cryptosystem. The use of shorter keys implies lower space requirements for key-storage & faster arithmetic operations
that are involved in the algorithm. These advantages are important when public key cryptosystems are implemented in
constrained devices, such as mobile devices like PDAs.

ECC is more complex than RSA. Instead of a single encryption process, as in RSA, ECC can be implemented in multiple
ways. ECC uses arithmetic algorithms as the core functions for high-level security functions such as encryption (for
confidentiality) or digital signatures (for authentication). It has also been proven that ECC involves much less overhead than the
RSA algorithm.

ECC cryptosystems can be implemented in software or hardware. Software ECC offers moderate speed & higher power
consumption compared to custom hardware. Additionally, software implementations have very limited physical security,
specially with respect to key storage. If security algorithms are implemented in hardware, an improvement in performance is
obtained at the cost of flexibility. In addition, hardware implementations of cryptographic algorithms are more secure because
they cannot be easily read or modified by an outside attacker.

On the other hand, software implementations of ECC have the flexibility of allowing the switching between different ECC
schemes with several security levels.

ECC has a very unique mathematical structure that enables the process of taking any two points on a specific curve, adding the
two points & getting another point on the same curve as a result. This special feature is advantageous in cryptography due to the
inherent difficulty of determining which original two points were used to get the new point. The choice of various parameters in
the equation will set the level of difficulty exponentially as compare to the key length.

Breaking an ECC encryption will require the use of very advanced mathematics. However, ECC itself only requires a small
increase in the number of bits in its keys in order to achieve a higher security.

The implementation of Elliptic Curve Cryptographic systems presents several challenges & requirements, particularly for
constrained environments (memory & area/size requirements). An important aspect is the power consumption issue relating to
public key cryptographic algorithms. Such systems need to be extremely power — efficient. Therefore, real world estimates of the
time complexities & requirements for cryptographic processes are extremely important.

The most time consuming operation in ECC cryptographic schemes is the scalar/point multiplication. Efficient
hardware/software implementations of the scalar multiplication kP have been the main research topic on ECC in recent times.

Another disadvantage of ECC — which may lessen its attractiveness — is its lack of maturity, as mathematicians believe that not
enough research has been done in the field of ECDLP (Elliptic Curve Discrete Logarithm Problem).

An issue that was faced by us after the implementation of the ECC Module in our Project, when the integration of the ECC
Module with the RSA Cryptography module was done, was that — the actual integration of the ECC Module with the RSA
Module was found to be unfeasible, as the output point L = (X, y.) given by the ECC Module after the Point
Addition/Subtraction & Point Doubling operations is never prime except in a very few number of cases. Since the inputs of
R.S.A. are 2 primes, so the RSA+ECC integrated module must run for an impractically large number of times before a prime
output is generated by ECC to be taken as input by the RSA module.

No such issues were faced during the integration of the ECC Module with the I.D.E.A. Cryptographic algorithm, as the
I.D.E.A. is a symmetric cryptographic algorithm & takes only a single key having a specific number of bits as input during
encryption of a given plaintext.

VIIl. CONCLUSION

The Side Channel Attacks on the RSA algorithm yielded immensely good results. The timing of each round showed a linear
correspondence with the output of that round. It can be concluded that like RSA, all other asymmetric key cryptographic
algorithms will show this kind of response when subjected to side channel attacks. This shows that despite being acclaimed
worldwide for their enhanced security than their symmetric counterpart, asymmetric key cryptographic algorithms are still
vulnerable enough to side channel attacks.

The Side Channel Attacks on the IDEA was not that successful. The timing data was erratic and did not show any correlation
with the outputs. This is probably due to the symmetric style of encryption. It may be concluded that, symmetric cryptographic
algorithms have their processing times majorly dependent on CPU configurations. However, further studies are needed to
establish this fact clearly.
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The integration of the ECC Point Multiplication module and the RSA algorithm module was unsuccessful, due to its cost
inefficiency, and other theoretical and conceptual mismatches, mainly due to the large prime number inputs for the RSA
algorithm.

However, we were successful in integrating the ECC Point Multiplication module with IDEA. The data received showed a
notable difference, and was able to mislead the attacker by providing wrong information about the encryption rounds. When
matched with the statistics of side channel data of IDEA recorded earlier for comparison, the time data of the integrated IDEA +
ECC module corresponded to much lesser bit lengths than their original key sizes, thus misleading the attacker.
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