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Abstract 

 

In the present scenario Cloud computing has turn out to be a vital mechanism in the field of computers. In this fast generation, 

cloud computing has swiftly extended as an substitute to conservative computing subsequently it can offer a flexible, dynamic, 

robust and cost effective structure. Data integrity is a significant measures in cloud storage. Storage outsourcing is a growing 

tendency which prompts a number of exciting security concerns, numerous of which have been widely inspected. Provable Data 

Possession (PDP) is the only the area that has recently seemed in the research literature. The chief concern is how frequently, 

efficiently as well as securely authenticate that a storage server is genuinely packing outsourced client’s data. The objective is to 

present a model for PDP that permits a client to store data on untrusted server to authenticate that the server holds the unique data 

without regaining it. The client reserves a constant quantity of metadata for the proof authentication. The challenge or response 

protocol connects a small amount of constant data, which reduces network communication. Accordingly, the PDP model for 

isolated data analysis supports prodigious data sets in extensively distributed storage systems. 

Keywords: Cloud Computing, Provable Data Processing, Proofs of Retrievability, Dynamic Provable Data Possession, 

Private Key Generator, Computational Diffie-Hellman 

_______________________________________________________________________________________________________ 

I. INTRODUCTION 

When several interior and/or exterior cloud services are combined, we can acquire a distributed cloud environment, i.e., multi 

cloud. Multi cloud is the augmentation of hybrid cloud. Whenever multi clouds are used for client data storing, for the client data 

management distributed cloud storage platforms are very crucial. Of course, multi cloud storage platform is also more susceptible 

to security attacks. The storage server are expected to be untrusted with respect to security as well as reliability. So the problem is 

strengthened by the client presence on a trivial computing device with partial resources. To inspect the availability and integrity of 

subcontracted data on cloud storages, scholars have projected two elementary approaches called PDP and POR.  

Ateniese et al. first projected the PDP model for guaranteeing control of files on untrusted storages as well as provided RSA-

based structure for a stationary case that attains the communication cost. They also projected an openly verifiable version, which 

not only permits owner but also everyone, to encounter the data possession of the server. This characteristic considerably extended 

application regions of PDP protocol because of segregation of data owners as well as the users. Though, these structures are 

insecure in contradiction of replay attacks in dynamic scenarios due to the reliance on the pointer of the blocks. Besides, they are 

not suitable for multi-cloud storage due to property of homomorphism loss with respect to verification process. In sequence to 

support operations on dynamic data, Ateniese et al. established a dynamic PDP resolution which is called as Scalable PDP. This 

lead to a lightweight PDP structure built on cryptographic hash function as well as symmetric key encryption, in turn servers can 

betray the owners by means of earlier metadata or replies due to the absence of randomness in the tests. Updates and tests are 

restricted and fixed in advance as well as users cannot accomplish block insertions anywhere. 

In the current years, the perception of intermediary warehousing as well as outsourcing of data has become fairly widespread. 

Outsourcing of data fundamentally means that the data owner transfers data to the intermediary provider (server) which is 

hypothetical to, apparently for a fee and faithfully accumulate the data as well as make it accessible to the owner and possibly to 
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others on demand. Interesting features of outsourcing comprise minimized costs from storage investments, maintenance & 

personnel as well as augmented availability and clear up-keep of data. There are numerous security-related research concerns in 

data outsourcing have been considered previously. Primary work focused on data authentication and integrity which mainly focus 

on how efficiently as well as securely guarantee that server yields precise and comprehensive outcomes in reply to its client 

inquiries. 

 
Fig. 1: PDP 

The Application of Provable Data Possession (PDP) occasionally as Proof of Data Retrievability (POR) that cracked up in the 

research literature.  The dominant goal of PDP is to permit client to efficiently, regularly and securely authenticate that a server 

that stores possibly very large quantity of client data such that server that does not dishonest the client. In this context, dishonest 

means that the server might erase certain data or might not store data completely in fast storage. It is vital to check storage server 

may not be malicious in place, it might be modestly untrustworthy and lose or inadvertently unethical hosted data. A useful PDP 

technique must be applicable to malicious and unreliable servers. The issue is further complex by the situation that the consumer 

will operate a trivial device (e.g., a PDA or a cell-phone) with restricted CPU, battery power and communication amenities. Hence, 

the necessity to reduce bandwidth and local computation overhead in performing each verification by the client. 

 
Fig. 2: PDP 

The latest results of PDP as well as POR has emphasized the prominence of the problem and recommended two dissimilar 

approaches. Foremost approach is related to public key based method permitting any verifier apart from client to inquiry the server 

and attain an interactive proof of data possession which is referred as public verifiability. The collaboration can be recurrent any 

amount of times, each time ensuing in a new proof. The POR scheme uses distinct blocks called sentinels that are hidden amongst 

other data blocks. Throughout the verification phase, the client requests for arbitrarily chosen sentinels and verifies whether they 

are complete. In case if the server modifies or removes portion of the data, then sentinels will also be aff ected for certain probability. 

Nevertheless, sentinels need to be indistinguishable when compared to other regular blocks; this suggests that blocks need to be 

encrypted. Thus, similar to PDP scheme which is not conceivable to custom POR for public databases like libraries, repositories 

or archives. In supplementary arguments, POR is used in limited confidential data. In addition, inquiries are also limited and fixed 

a priori due to sentinels with their position inside the database need to be revealed to the server for each query and a exposed 

sentinel cannot be reclaimed 

II. SCOPE 

Generally data integrity of Remote servers are authenticated based on PDP technique. In a classical PDP model, the data owner 

produces certain metadata/information to be used for future authentication purposes for a data file over a challenge response 

protocol through the remote/cloud server. Basically data owner directs the data file onto remote server for storage which in turn 

seems to be untrusted and erases the native file copy. But the data server still process native form of data file as a proof. It 

appropriately calculates a acknowledgement to a challenge vector directed from a verifier who in turn can be the innovative data 

owner or additional trusted individual that allowance certain information with the data owner. Investigators have suggested 

dissimilar deviations of PDP schemes under diverse cryptographic assumptions, one of the fundamental design principles of data 

outsourcing is to deliver dynamic data scalability for numerous applications. This shows that the stored data remotely not only 

retrieved by the authorized users, and also data owner can reorganized data and scaling of data is possible. Dynamic PDP building 
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reported in the literature emphasis on the provable control of a distinct dynamic data file copy. Although PDP schemes have been 

accessible for numerous static data copies, PDP scheme survives for multiple dynamic data copies. PDP is a constraint arrangement 

of memory, memory scrutiny validates each read and write that program produced at any granularity. Because of this constraint, 

memory inspection is considerably tough and exclusive rather than verifying data possession.  

In Association to PDP, Naor and Rothblum presented sub-linear authentication problem, authenticating that the file stored on 

remote server has not been suggestively corrupted. They demonstrated that the actuality of one-way functions is a vital constraint 

for effective online scrutiny.Alike to PDP, Juels and Kaliski presented the concept of Proof Of Retrievability(POR), which permits 

a server to induce the client to retrieve a file that was stored previously on server. The key POR scheme employs concealed blocks 

hidden amongst consistent file blocks in order to perceive modification of data by the server. Even though analogous in scope with 

PDP,  POR scheme can only be utilized to encrypted files and also to handle restricted number of queries, which need to be stable 

prior. A substitute for scrutinizing remote storage is to create data resistant to untraceable deletion through tangle, which encodes 

data to generate dependencies among unrelated data through the storage system. Thus, any sort of data deletion reveals and removes 

other unrelated data through the system. 

A predominantly compulsive PDP application is distributed data storage systems. If examined Freenet network or the internet 

Cooperative Backup Scheme .These systems depends on and also succeed on free storage. One purpose for misbehavior in these 

systems are due to the storage space which involves real budgetary price. Furthermore, in a distributed backup system, a consumer 

who allows utilization of some space to other consumers’ backup data is usually approved usage of a relative quantity of space for 

backup anywhere else in the network. Henceforth, a customer need to obtain better redundancy for the data. Furthermore, customers 

will abode trust on such system as long as the consistent storage relied, which is tough in case of massive cheating.  

A PDP structure could perform as a influential deterrent for cheating, thus cumulative trust in the system as well as serving its 

popularity and usage. To conclude, similar reflections can be appeal to alternate service models like peer-to-peer data archiving, 

where novel practices of assurance related to data integrity as well as data accessibility are required.  

III. PROPOSED MODEL 

IDPDP protocol is mainly projected to collect data on multi cloud. This protocol removes the required certificate management. 

Basically in this type f system depending on the size as well as type of customer’s data, data will be scattered on multi cloud server. 

The private key for the customer will be generated by private key generator in this scenario which comprises customer’s distinct 

identification. Initially Customer’s data is transported to combiner later combiner allocates the data depending on the size as well 

as data type. Verifier directs the provocation to the combiner in turn the combiner transmits the provocation to the respective cloud. 

Subsequently combiner groups the outcome and verifies if valid or not. In case if it is valid then permits client to store the data on 

multi cloud. At this stage Extract, PKG generates private key for the client. Then the client generates the block-tag pair as well as 

uploads data to combiner. The combiner allocates the block-tag sets to the diverse cloud servers created on the storage metadata. 

The verifier directs the challenge to combiner then the combiner allocates challenge query to the relative cloud servers created on 

metadata of storage. The cloud servers respond for the challenge such that the combiner combines all the cloud server responses. 

Then the combiner guides the joint response to the verifier. Lastly, the verifier approves whether the combined response is valid 

or not. The concrete ID-DPDP construction largely originates from the signature, PDP as well as distributed computing. Then the 

signature interconnects the identity depending on private key of the customer. Distributed computing is adapted for storing the 

client data on multi-cloud servers. Simultaneously distributed computing also combines the multi-cloud servers’ replies to respond 

for the verifier challenge. ID-DPDP protocol is erected based on the PDP protocol adopting signature as well as distributed 

computing. 

 
Fig. 3: Pre-process and store 

 Associated System Architecture for ID-DPDP 

In this section we are providing the ID-DPDP system Architecture along with security definition. Generally an ID-DPDP protocol 

includes four diverse objects that comprises Client, Cloud Server, Combiner and Private Key Generator.  
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 Client stores a huge data on multi-cloud for maintenance as well as for computation. This data can be from distinct consumer 

or from business organization. 

 CS (Cloud Server) is basically managed by service provider of cloud, which has substantial storage space along with 

computation resource for the maintenance of the clients’ data. 

 Combiner takes the storage demand and allocates the block-tag sets to the matching cloud servers. While getting the challenge, 

it separates the challenge such that the challenges will be dispersed to diverse cloud servers. Though accommodating the 

replies and transmits combined replies to the verifier from the cloud servers.  

 PKG (Private Key Generator) receives the identity, it outputs the analogous private key. 

 
Fig. 4: PKG 

As per expected popularity of clouds, in recently years many tools as well as technologies for hybrid clouds are evolving like 

platform VM Orchestrator, VMware vSphere. They indeed assist consumers to build comparably scalable lower cost, site 

autonomous platform for handling clients' data. Still, in case of significant platform is susceptible to security attacks might be the 

source for irretrievable damage to the client’s data like the trustworthy data in an organization may be unlawfully retrieved by 

means of remote interfaces, or the related data and documentations are lost or damaged when the stored data in an unspecified 

storage cluster external to the enterprise. So, for every service provider it is vital to offer protected management practices to 

guarantee their storage services. There exist numerous tools with technologies relevant to multi cloud. These tools assist cloud 

providers to build an appropriate distributed cloud storage platform for client data surety as well as management. 

 
Fig. 5: Hybrid Cloud 

IV. RELATED WORK 

RDPC (Remote Data Possession Checking) permits the client who have stored data on public cloud server (PCS) can authenticate 

whether the server holds the unique data without reclaiming it. The model yields probabilistic proofs of ownership by sampling 

arbitrary sets of chunks from the server, which radically decreases I/O costs. The client preserves a continuous quantity of metadata 

to authenticate the proof. The challenge/response protocol communicates a trivial, continuous quantity of data, which reduces 

network communication. In sequence to attain protected RDPC implementations, Ateniese et al. projected a PDP model and 

considered two provably-secure PDP structures centered on the effort of huge integer factoring. They advanced the original model 

and projected a dynamic PDP structure but their suggestions does not ensure the enclosure of operation. In sequence to resolve this 

difficult, Erway et al. projected a full-dynamic PDP structure by engaging an authentic flip table. Subsequently Ateniese et al.’s 

revolutionary work, researchers devout countless efforts to RDPC with protracted models and novel protocols. Retrievability’s 

(POR) major dissimilarities is the proof , POR  in which a storage data server cannot only verify the verifier that actually stores 

entire data of a client, even it can demonstrate that the consumers can retrieve  the entire data at any time. This is durable than the 

consistent PDP notion. Shacham offered the initial POR structure with provable security. The challenge is to create POR schemes 

efficient and secure. The core advantage of cloud storage is to permit worldwide data access with self-governing geographical 

sites. This suggests that the end devices might be moveable and partial in computation and with storage. Consistent RDPC protocols 

are more appropriate for cloud consumers prepared with mobile end devices.  
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V. CONCLUSION 

This paper mainly focus towards demonstration for the building of collective reliability authentication mechanism for disseminated 

data outsourcing in hybrid clouds. We have verified the difficulties involved in auditing, in case if the data of user stored on 

untrusted server. We also presented a prototypical model for PDP, this model is required to reduce the file block accesses, the 

server calculation, and communication between server and client. Vital components of our systems are provision for spot scrutiny, 

which need to ensure the system remain lightweight along with the homomorphic verifiable tags which in turn permits to 

authenticate data possession without actual data file access. Our method mainly presents a trivial quantity of calculation and 

communication overheads. Consequently, the solution can be preserved as a novel candidate for data reliability authentication for 

outsourcing data storage schemes. As per the forthcoming work, we wanted to cover and explore extra effective CPDP structures. 

Lastly, this wok shows that now also it is challenging task for the tag generation along with length irrelevant to the data blocks 

size. Possibility to explore an issue to deliver the provision for variable size block authentication.  

VI. FUTURE WORK 

We wanted to cover and explore extra effective CPDP structures. Lastly, this wok shows that now also it is challenging task for 

the tag generation along with length irrelevant to the data blocks size. Possibility to explore an issue to deliver the provision for 

variable size block authentication. This paper validates the ID-DPDP scheme and security in multi-cloud. We want to suggest the 

first ID-DPDP protocol is protected underneath the hypothesis that the CDH task is hard. Also the removal of certificate 

management this protocol has flexibility and effectiveness. And also proposed to realize private verification, surrogate verification 

along with public verification on the client’s data using ID-DPDP protocol 
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